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INTRODUCTION /A

We live in the age of dynamically developing quantum technologies. In
recent decades, we have witnessed a significant breakthrough in new applied
aspects of quantum physics, such as secure telecommunications networks,
measuring sensors for biological and medical visualization, and a fundamentally
new paradigm of computer calculations. The international scientific community
reasonably believes that we are on the verge of a second quantum revolution,
which presumes the development and implementation of fundamentally new
technologies: quantum communication; quantum computers and quantum
calculations; high-precision quantum metrology
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In the twentieth century the quantum theory has been developed, this theory
explains the organization of matter: from a simple hydrogen atom to complex
materials. This concept has resulted in a number of Nobel Prizes and in creation of
a number of inventions familiar for modern people: computer chips, transistors and
lasers. The implementation of these know-hows in virtually all spheres of human
activity has formed a multi-billion dollar market and completely altered the modes
of thinking of mankind in the modern information age. During the last fifty years,
computer components have been diminished by half every 18 months, providing a
technological rise for modern society. But this miniaturizing also means that the
sizes of computer components are getting closer to atomic sizes. Quantum
mechanics imposes a fundamental limit, beyond which it is impossible to develop

traditional technologies any more. The second quantum revolution is aimed at
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further development of science and technology, implying direct control of the
individual states of individual quantum particles — atoms, photons, electrons, etc.
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Nowadays in many developed countries of the world, the first prototypes of
guantum computers and quantum simulators have been successfully designed.
These computing devices are based on the phenomena of superposition and
guantum entanglement for computation, thus opening the opportunities of more
efficient processing of large amounts of information. The technology brings the
possibility of parallelizing processes for many tasks to a new level in comparison
with modern personal computers and supercomputers. In particular, due to a
guantum computer, it is possible to select the key to the majority of modern
encryption algorithms in multiple times faster and more efficiently than it is
possible today. Thus, data encrypted by the most popular cryptographic algorithms
with a public key based on the complexity of factorization of large numbers can be
decrypted during polynomial time (in real time), when for traditional computers

the execution time is characterized by exponential growth.
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The task of information protection from cyber attacks by means of a
guantum computer also involves the technologies for controlling the quantum
particles. This technology is called "quantum communications" and guarantees
absolute security of data transmission at the level of the fundamental laws of
physics. Its principles allow to detect the compromise of the distribution of key
documents in the communication line, thus users can be sure that their information
will not become available to the attacker. This technology is already actively used
in critical industries of the modern world and allows to secure the data
transmission in the banking sector, to keep the government information in full
confidentiality, to protect personal data, etc.
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An important branch of quantum technology is high-precision quantum
metrology — the branch of science and technology, which allows to get accurate
values and measure ultra-small quantities using ultra-high-sensitivity quantum
sensors and chronographs. Such sensors can detect even the smallest changes in the
magnetic field created by synaptic connections of the brain, giving an opportunity
to study it in detail, to understand the structure of diseases, and in the long term to

help in the creation of artificial consciousness. In addition, chronographs, due to
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the high stability of quantum transitions, allow to get an unachievable accuracy of
time counting, thus opening new edges for high-precision measurements, for
example, with an error of up to several millimeters.
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These trends are developing rapidly, thus opening new ways for solving old
challenges. Investments into the quantum technology are estimated at hundreds of
millions of dollars. In 2016, EU has established a special program (after the
completion of the previous program for 2013-2016) for development of quantum
technologies with the total budget of more than € 1 billion. In a number of BRICS
countries (Brazil and China), the budget for research programs of quantum
technologies is also approaching the level of billion dollars. In many respects, this

Is explained by the strategic importance of quantum technologies for ensuring the

protection of state interests
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In the context of the aforementioned, a professional quantum technologist, in
addition to the fundamental base in the field of quantum physics, shall have a deep
knowledge and understanding of the principles of operation of the already
implemented quantum technologies. Moreover, a specialist in this field shall be
able to analyze the trends of their development, since such technologies are "cross-
cutting™ and applicable in various fields.
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The introduction of "quantum technologies™ skill is of necessity, as it solves
the issues of information security, high-speed processing of large amounts of data,
ultra-precise measurements of small quantities, simulation of complex
heterostructures of various materials and complex molecules, etc. Quantum
technologies are a critical area of knowledge in which Russia shall have its own
highly qualified specialists capable of providing leadership in the world market.
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Scope of application v FH ¥ [

Each expert and competitor shall review and understand this Test Project. Since
this Test Project contains only the information pertaining to the relevant
professional skill, it shall be used in association with the following documents:
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» "WorldSkills Russia", Technical Description. Electrical installation works
U A RE” BORU . AR AR TR

 "WorldSkills Russia", Competition Rules
U Bt A RE” SR

* Host Party — OHSE rules and sanitary standards.

T —RNAE R 224, HEME S5 B ARE

2. FORMS OF PARTICIPATION IN THE TEST PROJECT. Wit i H=
SR

Individual test project. &I RI H

3. TEST PROJECT TASK JiT7 5 4
The test project task comprises the quantum cryptography scope of work The

participants of the competitions get the instruction, necessary diagrams and
materials for execution of the test project consisting of several modules to be
executed in sequence.
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The task includes the installation of an optical communication line,
conditionally suitable for the quantum information distribution, its verification by
an optical reflectometer, simulation of abnormal situation as result of violation of
the line laying technology. The test project task requires from the participants to
demonstrate an understanding of the fundamental physical principles basing the
devices for quantum data transmission through optical communication channels.
The task also requires from participants to demonstrate the practical skills, which
are necessary for independent work on optimizing the parameters of operation of
the installation for quantum cryptography and obtaining a distributed quantum key

through the optical channel.
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The final aspects of the Assessment Criteria will be specified by the Jury. The
modules' operation shall be assessed along with the process of test project task
execution. If a competitor does not comply with the OHSE requirements or
exposes himself/herself and/or other competitors to danger, he or she may be
disqualified.
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Time and details of the Test Project may be altered by Jury members depending
on test project conditions.

DT B TR AP PO E P A R RS O AR 0 # 2% A HEAT B P

The test project shall be completed in modules. The assessment also proceeds

from module to module.

AT H BRI TS M PRAL B R B 55— MR B

4. TASK MODULES AND TIME REQUIRED /F4-# e Shf (5] ZR
Table 1 includes the names of the modules and the time allotted to the

contestants for each of the task modules

R LOERBR A FR Ko B 2e B ME S BRI 2 38 YA [a]

Ite Test
m Module description #& ki B project
No completion

8



T time ] 2 751
H H 56 B[]
i
5.
1 Module A: Installation of a fiber-optic quantum
L 2 hours
communication channel 5 NS
fE A G E T IEE S E R 23
2 Module B: Organizing the operation of the 4 hours
optical part of the quantum transceiver devices 4 /NIR)
B B: & TR SHOL A R E
3 Module C: Calibration of quantum-optical line
g 10 hours
and transmission of quantum key 10 /Nt
L C: Bt PAiin e 558 T 5 &M
The maximum number of points for each of the modules is given in Table 2.
BEAMRER ) B3 e 0 BN R 27
Table 2.3 2
i AN
Module description 53k i BH % Points )
Module A: Installation of a fiber-optic quantum
communication channel 14

BB A: Sl B TEEEERN R

Module B: Organizing the operation of the optical 43
part of the quantum transceiver devices

BRER B: AR TIOR SO A HR T 3R

Module C: Calibration of quantum-optical line and
transmission of quantum key 43

fitk C: B tsaskifhn e 5 & T E P Em

Total hours allotted for test project: 16 hours

WA E B 16 /N



Module A B3R A

Installation of a fiber-optic quantum communication channel

N B TEBEFENZR

Time limit — 2 hours B fR: 2 /NEF

Purpose: Produce a fiber-optic qguantum communication channel suitable for the
guantum key distribution.

HE: A —FiEH TR %0 KDL B lEEE

Description of the obtained product: Fiber-optic quantum channel about 30 km
long, with optical connectors at the ends

FraRr=miPiil: 21308 B KM B iliE, PWima sy
Equipment to be used: Apparatus for welding optical fibers, optical fiber cleaver,
stripper, optical reflectometer, hot shrink sleeves, alcohol, napkins, microscope,
personal computer, source of optical radiation at the communication wavelength,
power meter

ERBIMBRE: SRS, AU, RESS, e, Al E
B, OKE, gt BAEE DA, JEEBRKROERNIE, ThRE
Personal protective equipment: goggles, latex gloves (allowed to be taken off for

recording the results in a report and for work with a PC)

MBI EE: FHE. ARTEERS Tdgg RN AT, AfkbET
YERS tHa] 4 1)

Submodule A.1 Welding of the optical quantum communication channel with
the length of about 30 km.

TR ALEZNCETEREEKELAN AR
1. Prepare for welding the required number of optical pigtails and optical fiber
coils Jy 2 fi i B (RO ET L DG £ 4k
2. Weld the prepared elements %54 C. it 4% 4 1) o4
3. After welding the optical fiber, photograph the welding machine screen in
the Hot Image mode #4256 Y6 4F J5 ,  FFRAE RSAG AR T AR LB
10



4. Perform the opto isolation of the quantum channel X} & 1B iE #1765 H T
R 25

Submodule A.2 Determination of the basic parameters of the quantum

communication channel
THER A2 HERTEGEENELSH
1. Conduct the optical reflectometer of the obtained quantum channel F %2~
SR 3R A5 ) Tl TE AT I
CAUTION: Maximum measurement accuracy shall be ensured.
R BPRIUE SR SR B2
2. Conduct reflectometry of the quantum channel & -8 18 i3 47 S 5 &
CAUTION: AIll the data shall be stored in a format suitable for computer

processing.
R P B AN DO & o S LA B A% TCBEAT A7
3. Verify the integrity of the quantum channel and conduct the identification of
all potential and observed inhomogenities. A 55
BIEER B, W A A SOU B AN ) P
4. Determine the general parameters of the quantum channel, and of each

segment and elements of the guantum channel
separately. 73 #lffi € & EIE N — RS, D AETIEENSE — BN —
RSB A TR B — RS



5. Set up an optical circuit for measuring total optical losses and the level of

back reflections in the quantum channel. Perform measurements. %357, —A

I B S AURE AN B 1T P SO FT O SR R . BTN R

Submodule A.3 Making a report
FHR A3 il

1. Create a Microsoft Office document (or similar) to fill in the report, the
name shall contain the name and the date £ % Microsoft
Office S (BRSO IR S # iy, A4 AR & 44 ) A0 H 3]

2. Fill in all measured values and stored data from the submodules A.1 and A.2
CAUTION: Specify all critical parameters of the quantum channel in the report.
The values specified in the report shall correspond to the measurements accuracy,
taking into account the error. The report should provide a possibility to conduct an
accurate assessment and characterization of the correctness of the measurement of
each quantity.

HE R EHA LA 25 B A A8 AN A 3

VEY : FER T i
BEER A RES . EFERENEBRT, id e i E NS N E
FEIEAER L, Zdlks M B % OB M X AN A
SXof A B30 R I B A A T VR A F 1P Ak R 12

Module B #3t B

Organizing the operation of the optical part of the quantum transceiver

devices.

HRBETWOR B IR
Time limit — 4 hours B fR——4 /Nt
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Purpose: Assemble on the optical platform the two-pass auto-compensating
optical circuit Plug&Play.

HE: fEJ652 16 b2 e P i B4 B A I B S MG %
Description of the obtained product: The arrangement of the receiver "Bob" and
the transmitter "Alice", containing optical circuits, suitable for decoding and

encoding the information bits into the quantum states of single photons.
FraR™= v B . Bedloom “ofgh” MURRE “ RN S, BE Dk
H, T8 TR B AL TR A e A RO TR R TS

Equipment to be used: configurable optical attenuator, laser, phase modulator, set

of passive fiber optic elements.

EHBNRE: WRCE SRS Botas . MEALRHIE . IO T

Submodule B.1 Working with optical circuits of quantum transceivers

TSR B.1 BEFRCRBHGF BRI
1. Assemble from the available components the optical circuits "Bob" and
"Alice” on detachable connections. | F ] H yofF2H3E TR e iER: 4
11627 FE i “Bob” Al “Alice”
CAUTION: When arranging the circuit elements, provide the possibility to connect
a quantum channel, a laser, single photon detectors, a synchronous detector, and

phase modulators.

TR S Rouftny, yEREEEE. Botd. Fot TR, FLP
AU 25 FH AR A3 3 1] 45 G138 {5

STOP - Stop the work, call experts for evaluation.

Submodule B.2 Integration of optical circuits of quantum transceivers

TR B.2 BT IR SBICEEER

1. Connect the laser radiation source to the assembled circuit "Boba". ¥
R AR IE R B H BB I i “Boba” I
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2.

Select the optical circuit parts on which the power measurements to evaluate

the level of attenuation required for a certain damping of optical pulses.
Perform  measurements. & it F I X W &= &/ W
DGRBS A, PAPPAL JE— 6k B P s B IOK-F o ST I .

Submodule B.3 Report making
TR B.3 FliRkG

Include the following parameters:

L S=ROR YR S E

1.

14

Number of pulses in the train. Setup: laser pulse repetition rate and
cumulative line length %1l ZE kb . & &

HOG Ik B B AR R K.

Train period. Setup: quantum channel length and cumulative line
length. K Z=Rf Al WE: S @EiEKEMLR BZRKE

Window of expectation of arrival of reflection in clock cycles. Setup: laser
pulse repetition rate, quantum channel length, cumulative line length. ik
Je 3 S S BT Y i L wW. WE
BOCHKME R, |TEEKE, KRR KE.

The power of the optical signal at the input of the optical circuit
"Alice" JEiEAlice™ i A\ HI 615 5 HI T

The value of optical losses in the optical circuit "Alice™ and in the optical
circuit "Bob". Yt “Alice” Mt % “Bob” HH [ 645 FE1E

Optical power level at the output of the optical circuit "Bob". Optical power
level at the output of the optical circuit "Alice" IR K AE K “Bob”
iy o )OGS DI FR AR . SRR Alice i H i 16 2 D) A5G

Required level of average optical power to achieve 0.1 photons per pulse at

the output of the optical circuit "Alice".
FED6 FLBR“Alice” B %yt v, 3k B AERK N0, 1061 P s B~ 35 0l = Ty 4%
%o



8.

15

The attenuation value at the variable optical attenuator to achieve 0.1
photons per pulse at the output of the optical circuit
"Alice” St Alice’fay i b ik ik £)0. 16 7 i) ,

AR ZE R R TR PRl

The magnitude of the reflected signal that occurs on the optical connectors
between  the  beam  splitter and  the  variable  optical
attenuator. 75 73 A& A1 AT AR Y 32 el 2 2 [B] IR R RS B I 4
I AHE 5 RN



Module C ## C

Calibration of quantum-optical line and transmission of quantum key
BTREERTESRTEREN

Time limit — 10 hours

i BR-10 /NBe

Purpose: Start-up of the system of quantum key distribution, which allows
exchanging the secret information over an open channel. And also the primary
processing of quantum keys.

HE: BIETEHI KRG . ZRZARVHEATHEE FZHMFEFEL.
U E TR HI R AL .

Description of the obtained product: Bit sequence with an acceptable level of
errors (secret cryptographic key), distributed continuously between the receiver
and the transmitter devices using the quantum states of single photons.
FrIRAE = mBUE B . B2 G0 (Fb 2% 25 R % 4H) 76 T 42 3 Bl N ALy 41 . A
F 6T B2 7 ASAE SR WU AT A 32 i 86 22 T 57 e F1 AT I 22 70 TE
Equipment to be used: Transceiver devices transceiving the quantum keys,
guantum channel arranged in the module A (replace the coil with a new one if the
participant does not perform welding operations), the optical circuit arranged in the
module B (replace with the working circuit if one made by a participant is of poor
quality), a stopwatch, a personal computer with pre-installed software.
ERBRKE: BORE THHIBCRIL RS B A b FiliE (k=
SEAPATIRIELRAE, BB BN, Btk B itz s (i
RIUAEHM R EZ, B TIERE). B3R, A TEREAT A RN

Submodule C.1 Connection of transceiver devices using a quantum channel

TR C.1 MAHETEERBORBE&RER
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1. Connect the devices "Alice” and "Bob" to the quantum channel using a
welded fiber optic
line. F B2 47 48 B K B8 1R Allice” Fl“Bob” B B & TF 18

2. Start the software terminal on the "Alice" device control
unit/a 3l “Alice” & & 2 il B0 _F I HR A1 2 o

3. Start the software terminal on the "Bob" device control
unit?E “Bob” B¢ & 12 il #1750 b 3 B AT 25 v

4. Establish the connection of the software terminals "Alice" and "Bob" over
the local Ethernet
network. 75 A< 1 LA b g8 37 B 28 b Alice” FH“Bob” [ 3% 42

5. Configure the waiting period for the pulses on the detectors of "Bob".
e B “Bob R Il &5 b bk i 1) S5 45 I8 [

6. Determine the time (clock cycle number) of return of the pulse reflected
from the Faraday mirror. i€ M\iEFr 55 85 S 5 [B] R e ik v 100 5 1) (b ol
Ji 1)

Submodule C.2 Setting the parameters for operation of quantum

communication devices
TR C2 BEETFEFRA{EITSH

Enter the appropriate parameters into the programZERZF FHEAE XIS E
1. Find the voltage of the half-wave displacement on the phase modulator of

the device "Bob", corresponding to the phase shift by =n K H
WA “Bob” IAHAL I 85 BB I B R AL, 5 m AR AHN B

2. Find the time of delay of activation of the phase modulation on the device
"Alice”. 0 H WA “Alice” b AHA R Hil IS LE IR B [H]
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a) Pre-evaluate the delay time. Fi{# %iE 15 i [H]
0) By means of scanning, detect the train of pulses.ifil 4, k751,

B) Experimentally determine the delay time SZ3GHf xE A€ IR B} ]

3. Find the voltage of the half-wave displacement on the phase modulator of

=+

he device "Alice", corresponding to the phase shift by m#k H
WA R NN 22 WA AL ) 28 3 R R ALAS . 5 il AEAS AR B

4, Determine the optimal position of the DSF operation window. In the
developed software, for each detector, the temporary position of the operation

window is individually adjusted.

i € DSFERAF i RN B . TR RV, BT X BRI 25 23 )
kS Py gmliu]ling A

Submodule C.3 Quantum key generation
THEH CIETEHAERRK
1. Start the quantum key generation process using the obtained parameter
values using the softwares programs "Alice.vi" and "Bob.vi". F]F 42 7
“ Alicevi ” #1 “ Bobvi 7 FBEZHME , K E % S A
JE B & T A B R
a) Values are entered in all required fields. 5 45 % A\ BT 75 BT A A58
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6) The key generation has been started J<88 45 {72 248 )5 31

2.

Perform manual adjustment of critical parameters, tracking the key length
and QBER, to achieve an optimum result. XFrvESEGHIT N A%, B
PR S B S IR R LIRS LA R
B) The necessary parameter has been adjusted to decrease QBER of the
generated key and to increase the key length. X %35 () %0 E 47 1 5 LAV
DR BT R IRAE R, SR oG R .
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Test Project execution schedule

TR B AT HHRIR
Module A Module B Module C*
B A B B e C*
Day 1 10:00 — 13:00 - 17:00
RN 12:00
Day 2 09:00 — 18:00
[N (lunch 12:00 -
13:00)
(-4 12:00-
13:00)
Day 3 09:00 - 18:00
HEE=R (lunch 12:00 —
13:00)
(7P 12:00-
13:00)

Module A Module B
FEE A Bk B Btk C
Day 1 10:00 - 13:00 - 17:00
RN 12:00
Day 2 09:00 - 18:00
[N (lunch 12:00 -
13:00)
(4% 12:00-
13:00)
Day 3 09:00 — 18:00
N (lunch 12:00 -
13:00)
(4F48 12: 00-
13: 00)

Module B Module C

Module A

e A bk B itk C
10:00— | 13:00—17:00
12:00
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Day 2 09:00 - 18:00
N (lunch 12:00 —
13:00)
(“F4 12:00-13:
00)
Day 3 09:00 — 18:00
= (lunch 12:00 -
13:00)
(“F-4 12:00-13:
00>
Module A Module B Module C
B A B B fid C
Day 1 10:00 — 13:00 — 17:00
RN 12:00
Day 2 09:00 - 18:00
N (lunch 12:00 —
13:00)
(4748 12:00-13:
00)
Day 3 09:00 — 18:00
HE=KR (lunch 12:00 —
13:00)
(4F4% 12:00-13:
00)

* — work with the unit taking into account the time sessions played by the toss-
up between the participants #: 1 %% & i, BEERS5E R T &
Bt o5 P ECO S 1)
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LIST OF ABBREVIATIONS USED: 3 H i FH [ 45 % 17 51) 3K -
DSF — detector of single fotons #.— fotons £ il 2§

QBER — Quantum Bit Error Rate & 7 tL iR Z

BS — beam splitter 73 3 28

PBS — polarization beam splitter A4k 7} 5 #%

SM — single mode 2 —# =,

PM — polarization maintaining A% {4 4"

PLIC — programmable logic integrated circuit 7] 2 2 512 %5 FL %
DAC — digital-to-analog converter -1 4Dl 464k, 5%

SW — software #f4:

FOCL — fiber optic communication line Y6418 {5 2k 4%
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